PCI DSS

COMPLIANCES & BEYOND”
REGIONAL CONFERENCE

1st & 2nd June 2010, Hotel Maya, Kuala Lumpur
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or visit us online at:
dvancevisionservices www.avstraining.com

Who should attend?
ClO, COO, CTO, CSO, IT Manager, Auditors and Audit Consultants, IT Systems Administrator, Information Security Consultants.



Facts about PCI DSS:

PClI DSS - Payment Card Industry Data Security Standard is a
compliance requirement, which aims to ensure that all cardholder
information is always stored, processed and transmitted securely.

Why has PCI DSS been introduced? PCI DSS council comprising of Visa Inc,
MasterCard Worldwide, JCB International & Discover Financial Services have
become increasingly concerned with the level of security protecting businesses’
account and transaction information.

Who needs to become compliant? All merchants who banks, insurance,
hotel , hospitals, store i.e process or transmit cardholder data must comply with
the standard.

Time-limited: Visa will require acquirers to provide an Attestation of Compliance
Form for each of their Level 1 merchants demonstrating that each merchant has
validated PCI DSS compliance by September 30, 2010. After this date, Visa will
impose appropriate risk controls, up to and including fines, on acquirers that fail
to provide an attestation form to Visa confirming that each of its Level 1
merchants has validated PCI DSS compliance.

Speakers Profile:

Dr. Jean Rioux, Head of IT Security, TUV Rheinland, QSA,

PCI DSS Assessor

Dr. Jean-Guy Rioux has over 35 years of experience in the field of Information
and Communications Technology (ICT). After nearly 20 years as a Signal
Intelligence technologist, Electronic Warfare specialist, and Intelligence analyst
with the Naval Branch of the Canadian Forces (CF, 1971~1989), he spent several
years researching and developing ICT solutions for major North American and
Japanese.

Capt. Rajkumar, CEO, Macrofirm Technology, Information
Security Auditor

He has over 10 years of auditing, training and consulting experience across the
ASEAN region, a certified auditor of several management systems. He was a
primary player in bringing ISO 20000 to Malaysia and had assisted an MSC
status company to be certified to ISO 20000, a standard for IT Service
management, the first 20000 certificate in ASEAN region

Mustaffa Zuheir Faras Mohammed, IT Security Specialist &
Security Trainer

He has over 15 years of IT experience in countries like US and middle east,
Award winner of Sun Microsystems and IBM programming competitions,
designer and implementer of the first real estate portal in the Middle East,
designer and implementer of e-Gov portal MYeG, Lecturer in Multimedia
University, EC Council trainer on security and data mining.

Jeffery Kok- RSA Security
With more than 10 years experience in the security industry, Jeffery Kok is
currently Strategic Solutions Consultant in RSA, The Security Division Of EMC,
based in Singapore. Jeffery holds a CISSP certification and specializes in
Cryptographic Solutions, Network security, Ethical Hacking and Network
Infrastructure Security Assessment.
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DAY 1 - Tuesday 1st June 2010

08:30-09:00 Registration

9.00-9.30 To Officiate conference By: Malaysian Second Finance Minister Y.B.

DATO' SERI HAJI AHMAD HUSNI BIN MOHAMAD HANADZLAH
9:30-10:00 H Keynote Presentation #1 Introduction from PCI Council By Visa
10.00-10.30 Coffee Break & Networking
10:30-11:15 Session 1 Histownﬁu(s){"eyditBil):agiaga;;zjnn(jal\r/litigation from the
11:15-12:00 Session 2 Tokenization, An effect\v‘_a solution for PCI-DSS
By Jeffery Kok, RSA, The Security Division of EMC

12:00-13:00 Lunch Break

13:00-14:00 Session 4 Credit Card Transaction Life-Cycle and weakness in the flow
) : of data for possible exploitation By: Dr.Jean Rioux

0015~ Session 3 Understanding PCI DSS & PA DSS requirements and
(ALl Eh benefits By: VISA International

15:00-15:30 Tea Break and Networking

15:30-16:15 Session 4 "Understanding Data Mining for Credit Card Systems: Opening
. . Doors for Business, Closing Doors of Fraud" By: Mr. Mustaffa Zuheir

16:15-18:15 Presentation by RSA Security , Panel Discussion and Q&A Session
: ’ at the Prestigious Sky Lounge (Cocktail)

DAY 2 — Wednesday 2nd June 2010

Workshop 2: Implementation
techniques of PCI DSS controls
within an organization

Theme Workshop 1: PCI DSS & PA
DSS Requirements in detail

9:00-10:30 In-depth discussion on the In-Depth discussion on the controls

process areas of the standard & strategies to achieve the

PCI-DSS compliance within a
short span of time

10:30-11:00 Tea Break

Practical and Hands-On Best ways to optimize existing
11:00-12:30 Implementation approach resources yet reach full PCI-DSS
to PCI-DSS/ PA DSS Compliance

12:30-1:30 Lunch Break

Utilize cost-effective and
safe freeware/ tools for
PCI-DSS compliance

PCI-DSS audits and
1:30-3:00 testing methodologies

3:00-3:30 Tea Break

3:30-4:30 Various reporting requirements Maintenance of PCI-DSS
of PCI-DSS compliance with minimum cost
4:30 End
Highlights

TUV Rheinland shall issue a certificate of attendance to all workshop
participants

Top reasons why you should attend

No pie-in-the-sky theories. You get specific expertise to guide and explain
the very core of the PCI-DSS compliance requirements

Industry-elite speaker. Return to the your organization

with tested solutions and critical tips and techniques

from the industry's leading independent experts and
strategists.

In-the-trenches tactics. Providing you with systematic
guidance that can help understand some of the issues
that arise when faced by Security threats.

Focused tracks LEARN LIVELY about Best Practices for — #
Understanding, Designing & Implementing PCI DSS i_—

Panel Discussion and QA Session
at the Prestigious

Sky Lounge
Attending ] Workshop 1 [l Workshop 2
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